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	Champ de texte 6: Assessing IoT Security in 5G Ecosystems
	Champ de texte 7: The Communication & Network Systems (CNS) laboratory at THALES is involved in cutting-edge IT projects aiming at the specification, design and integration of security and computer network infrastructures. THALES personnel has experts in several scientific fields: networking, especially for fixed and mobile IP network design, security architecture and information system. CNS is in charge of transferring technological building blocks to Thales’ business lines

contact points: hicham.khalife@thalesgroup.com, veronique.capdevielle@thalesgroup.com.
	Champ de texte 8: First 5G deployments are already underway especially for the NSA mode. However, many questions and open issues are still to be addressed. In particular, the IoT connectivity and security have not been properly explored. 5G proposes a massive Machine Type Communication (mMTC) slice for the IoT traffic characterized by its ability to connect a large number of objects requiring limited throughput. As per today, very few 5G implementations include the mMTC slices and their security has been poorly studied.

The objective of this internship is to assess the security of IoT communications in 5G deployments. A particular focus will be brought on the protocols handshake in the 5G Core (5GC). To do so, a real 5G network will be deployed within our premises and specific tools for replaying attacks on the 5GC will be exploited. 

More precisely, designing and playing these attacks on the 5GC constitute an essential part of the work to be conducted in this project. An innovative methodology starting from surveying existing attacks and datasets to modelling new security threats for IoT in 5G networks are requested from the candidate. The final objective is to replay these attacks over our 5G testbed, assess their severity and eventually proposing the appropriate counter-measures.
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	Champ de texte 14: - Mobile, core and Edge network architecture (5G) and evolutions
- Cybersecurity expertise and attacks definition
- Iot environments and challenges

Programming languages: Python, C/C++,

Tools: Wireshark, pcap, XML

   
	Champ de texte 15: - Good communication skills
- Ability to interact in a multi-partners environment


